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€ FeSignTrustE FHEEAIIRAE

FiF eSignTrust BFEEMMAER EETTLUBAESREREEMER (ocse IRE) - B2 B3R (LOAP IBF) »
SEARMNERESTImIFH S (WRIFRE -

HLDAPEISE FIRENRERER
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1. ** E-mail Address # fiﬁie?J »NRFE LHELT T EE L
“ ” .
2. BL#¥ “Search”
M [= Digital ID Services x  + =
L= G 1 hittps//onsite.corp.esigntrust.com/services/MacaoPostandTelecommunicationsBureauCorporateDigitalCertifi... &% {fz:,' g {é :.
6)signirust Digital ID Services

m Digital 1D Center ‘ Help with this Page

Search For Digital IDs

To search the online database for anyone's Digital ID, enter the name or e-mail address,
and click the SEARCH button. You cannot use wildcard characters.

Please read the Relying Party Agreement below before starting your search. When you
click the SEARCH button, you accept the terms of the Relying Party Agreement.

Search by E-mail Address (recommended):

Enter the E-mail Address:
(example: john_doe@esigntrust.com) 1

Search for IDs that are:

O Valid O Expired @ Al
) Revoked () Pending () Approved

> (]
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3. BEFTIEITHFG A G oowiE T “xxx xxx xxx (Valid)”

M [ Resuls X =

| & G | & httpsyffonsite.corp.esigntrust.com/services/MacaoPostandTelecommunicationsBureauCorporateDigitalCertifi.. 8%

fB)signirust ‘ Digital ID Services

Search Results

The query returned the following matching Digital 1Ds. Click on a name
to view more detailed information about the ID, or perform actions such
as downloading or revoking the ID.

@This icon next to a listing indicates that the Digital ID is the

owner's preferred 1D for encrypting secure e-mail messages.
I XXX XXX XXX (validy i 3.

Digital ID Class 2 - OnSite Subscriber
Validity period from Oct-10-2023(GMT) to Oct-09-2026(GMT)

New Search

Conyright @ 2013, Symantec Corporation. Al rights reserved v Symantec.

4 PIEEZRTRIFEIFG AL (T Msth fEeEE

5. BL#¥ “Download”

M [= Digital ID Information X =

< O ) https://onsite.corp.esigntrust.com/services/MacaoPostandTelecommunicationsBureauCorporateDigitalCertific.. 83 AY 7 =

B )signirust ‘ Digital ID Services

m Digital ID Center

Digital ID Information

If this is the correct ID, you can download or revoke the Digital ID.

Plame XXX XXX XXX a.
| =
Status Valid
Validity Oct 10,2023 - Oct.09,2026
Class Digital ID Class 2 - OnSite Subscriber
Address not available
Couniry = MO

Organization = Macao Post and Telecommunications Bureau
Organizational Unit = Corporate Digital Certificate G03
Organizational Unit = Terms of use at www.esiantrust.com/CPS
Organizational Uni
Subject Organizational Uni
Organizational Unit =

Serial Number =

Title = Assistant Vice President
Common Name =

Email Address =

UNIT - Legal & Compliance Department

Serial Number

By submitting this request, you accept the terms of our Relying Party Agreement.

Relying Party Agreement

Macao Post and Telecommunications eSignTrust Certification Services &
Relying Party Agreement .
¥OU MUST READ THIS RELYING PARTY AGREEMENT ("AGREEMENT") BEFORE v

VALIDATING AN ELECTRONIC CERTIFICATE ("CERTIFICATE") OF MACAQ POST P

5.

[
Download | F :voke
| I
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6. IDFormat :£# “S/MIME Format (Binary PKCS#7)”

7. B “Submit” T A% o

[ [= Download Digital ID % [Sig

L O ) hitps/fonsite.corp.esigntrust.com/services/MacaoPostandTelecommunicationsBureauCor

@sgmst | Digital ID Services

Select Format to Download Digital ID

6.

ID Format: | SIMIME Format (Binary PKCS#7)

Relying Party Agreement:
By submitting this request, you accept the terms of our Relying Party Agreement.

Macao Post and Telecommunications eSignTrust Certification Services &

Relying Party Agreement

YOU MUST READ THIS RELYING PARTY AGREEMENT ("AGREEMENT") BEFORE
VALIDATING AN ELECTRONIC CERTIFICATE ("CERTIFICATE") OF MACAO POST ]

@ Click the: Submit button to download 7

the Digital ID

\/Symantec.

Copyright ® 2013, Symantec Corporation. All rights reserved

8. BRI LLZplcHhRTFHEEL R o
Tk Ba - P

is] certp7c
et 123
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A RPN XML ERMEFEFT TR BT
1.1 #2328 AR E

Windows 7 (64 bit) g 12 *

Net Framework 4.5.2

2. §F % 4% XML FRMF k173 2
-H)'%— : #%#E“ﬁi‘fi 9 éﬁﬁ“ﬁ“Encrythml File”

Fl Xml Encryptor [version: 2.0.0.0] — O >

Encrwpt Eml File
ol File: Cipen
Signabore Key File: Open

Sigmature Kew Password:

Encrption Kew File: Cpen

sbomdt
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B

@ Fl Xml Encryptor [version: 2.0.0.0]

FREREF B2 BEL XML FRES

Encirvpt ¥iml File
!
Encrwpt Eml File
ImlFile: || Cpen ]
Sigmatore Keor File: Open

|

' Sigmature Kew Password:

|

{

Encrption Kew File: Cpen
Subrnit

E 4 %

I' @es x|
&« v A » &% » DATA[D) » XMLUploadData v G r
SaEE - FREHK =- 1o @
v W =E | BE d=h =3 *

v A EH |e 202400992025112809301100xml 2025/10/18 T 1228 Microsoft Edge ... 10 KB|
M E" *
4 T *
g x= &
LR &
O == *
- *
EEZE(N): | 202400092025112809301100 xm| |l File ¢l v

E=Erl(e)] e
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#HF= R Signature Key

3 Fl Xml Encryptor [version: 2.0.0.0] s O Pt
Encirvpt ¥iml File
Encrwpt Eml File
il File: Open 202400292025112809201 100 20ml
mignatore Key File: | Open |

Sigmature Kew Password:

Encrption Kew File: Cpen

sbomdt

FBE %% chKey file(d eSignTrust 3% 210 T 8 %7+ & & | %2 Private key)
| @ EE x i
« 5 v 4 » &% > DATA(D) » Key G #EEKe »
HATE -  FREHX =- 0 @
v MSE zE EuHE =] *
| ~ &zm |i§$}$key.pfx 2025/08/26 T 0146 BAESTE 3KB|‘
M E"
4 T
o X%
A EF
[~ 2
EEE%@:IkE}:p& v| Signature Key File (*. pf) s
=Erlle]] ]
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#H e ﬁ] » Signature Key % #5 (38 % Private key % 45)

Fl Xml Encryptor [version: 2.0.0.0]

- |
Encirvpt ¥iml File
Encrwpt Eml File
Eanl File: COpen 2024009920251 12809301100 2wl
Sigmatore Keor File: Open kew pf
eignature Kew Password; L I I X111l 1]
Encrption Kew File: Cpen
Subrnit
HFI Rk 2 Public Key
Fl Xml Encryptor [version: 2.0.0.0] — O
Encirvpt ¥iml File
Encrwpt Eml File
Eanl File: COpen 2024009920251 12809301100 2wl
Sigmature Key File: Open ke piu
eignature Kew Password; *000BMD
Encryption Key File: ; Open |
Subrnit
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iZ #% Public Key # %

@ BEx be
A | %2 F#2 > DATA(D) » Key v EE Key -l
ASEE ~ FEENRE =+ 1 o
= = =t =2 %
v =" == B HE I X
= : -
v |_‘.] DSF Public Key.cer 2025/06/27 TS 0238 Z=eEs2 1|<B|
M E" *
4 T @
o X% *
| AN EE &
| == »
|
i L *
i EEEE(N): | DSF Public Key.cer v| Encryption Key File (*.cer) w

\

n

T P47k Public Key * 2 ¥ 2RE“8.1 T Trdrch TF Lo
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#F2 1 FSubmit#EE RFEF CBREFE L HenTEAES

Fl Xml Encryptor [version: 2.0.0.0]

- | bt
Encirvpt ¥iml File
Encrwpt Eml File
| Eanl File: COpen 2024009920251 12809301100 2wl
Sigmatore Keor File: Open kew pf
eignature Kew Password; *000BMD
Encrption Kew File: Cipen DEF Public Eey cer
; Submit

43



CCEN VS SN B REV L EY 2

44



1. % # m4gin

50002 Failed Decryption

50003 Failed Decompression (Before Decryption

50004 Failed signature check

50006 Failed Virus Scan

50007 Failed Schema Validation

50008 Invalid MessageRefID format

50009 MessageRefID has already been used

50010 File contains Test Data for Production Environment

50011 File contains Production Data for Test Environment

50019 The file size cannot exceed SOMB

50020 Expired or invalid digital certificate is used

50021 Failed online verification for digital certificate

50022 The uploaded digital certificate(s) is/are invalid or expired

50114 The date of the file cannot be earlier than the date of the
accepted file

50117 Encrypted Data File not found

50118 Encrypted Key File not found

55001 Filename error: The filename is not 28 characters

55002 Error in filename: The starting fiscal year must match the
first four digits of the filename

55003 Filename error: The 6™ to 9™ characters must be a valid CbC
ID

55004 Filename error: The date and time in 11" to 25" characters
must be earlier than the date and time when the file is
uploaded

55005 Filename error: The last two characters of the filename
must be 00

55006 Invalid filename format

55007 The filename of the extracted XML file must match the
filename of the uploaded file

55008 Failed thread scan: The file content cannot contain special
symbols [--], [/*], or [&#]

55009 Failed thread scan: The file content cannot contain special
symbols [&] or [<]

55010 Invalid CbC ID

55011 Failed Decompression (After Decryption)

55015 Filename has already been used

80010 New message (CBC401) cannot store corrected data

(OECD?2)/deletion of data (OECD3)
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55012 Elements other than <... Zh> cannot contain non Latin
characters inside

55014 Cannot only input space

80000 DocRefID has already been used

80002 The CorrDocRefID refers to an unknown record

80004 New data (OECD1)/Resent data (OECDO) cannot contain
CorrDocRefID

80005 Corrected data (OECD2)/Deletion of data (OECD3) does
not specify CorrDocRefID

80007 Cannot find record corresponding to CorrMessageRefID

80008 Resent data (OECDO0) can only be used for ReportingEntity
elements

80009 ReportingEntity cannot be deleted until all CbcReports and
Additionallnfo have been deleted

80011 The same DocRefID cannot be corrected or deleted twice in
the same message

80013 The corresponding DocRefID cannot be found for the
resent data (OECDO)

88012 The StartDate and EndDate of ReportingPeriod must match
the start and end dates of the financial year

88013 Year of StartDate does not match the year in the
MessageReflD

88014 When providing OtherEntitylnfoZh, OtherEntityInfo must
exist

88016 When providing AddressZh, Address must exist

88017 All amounts must be reported in the same currency

88018 The currency used for new and corrected information must
be the same as the currency used for the current financial
year

88019 X5 can only be used with ConstituentEntity\
ResCountryCode or CbcReport\ResCountryCode or
Additionallnfo\ResCountryCode elements

88020 Repeating the same content elements (ResCountryCode,
Name, NameZh, BizActivities or SummaryRef) or
repeating elements with the same content and attributes (IN
or OtherInfo)

88021 When BizActivities is 'CBC513-Other', OtherElementInfo
must be provided

88022 When ReportingEntity already exists in the financial year,
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it cannot use new data (OECDI1)

88023 When ReportingEntity does not exist in the financial year,
Reporting Entity cannot use Resent Data (OECDO)

88024 New data (OECD1)/Resent data (OECDO0) cannot contain
CorrMessageRefID

88025 Corrected data (OECD2)/Deletion of data (OECD3) does
not specify CorrMessageRefID

88026 When providing OtherInfo with attribute ZH, another
OtherInfo with a different attribute must exist

88027 Tax Jurisdiction of the IncorpCountryCode should be
different form the tax jurisdiction of residence of the
Constituent Entity

88028 Duplicate ResCountryCode for CbcReports

90000 The TIN of ReportingEntity does not match the taxpayer
number in the system

99999 There is an unknown issue, and DSF is currently handling

it

47




